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STID Transmission in 802.16m
Chengyan Feng
ZTE Corporation
1. Introduction
In 802.16m SDD, the STID(Station Identifier) is defined to uniquely identifies the AMS within the domain of the ABS. The ABS assigns a STID to the AMS during network entry, and, in some cases, network re-entry. Each AMS registered in the network has an assigned STID. Some specific “STIDs” are reserved, for example, for broadcast, multicast, and ranging. 802.16m SDD also said that the STID is assigned during the authentication process, and the assignment message is encrypted. 
However, there are some problems. The messages are transparent to ABS during the authentication process. What the ABS does is only to relay the messages between AMS and Authenticator. And only when the AMS completes the authentication successfully and is authorized to access the network, moreover, after the AMS and the ABS establish the security context, STID transmission can be protected by encryption. 
Another problem is that when the management message protection policy doesn’t support confidentiality, the message carrying STID can’t be encrypt at this situation.

2. Solution

In this section, we propose a method to transmit STID from ABS to AMS safely. The idea is that the STID is transmitted in REG procedure during initial authentication or reauthentication as the figure below. If the management messages security policy is negotiated confidentiality protection during SBC procedure and REG-REQ/RSP messages are encrypted, STID can be carried in the REG-RSP message directly. And if the management messages security policy is negotiated No protection or only do integrity protection during SBC procedure, REG-REQ/RSP messages are transmitted transparently. So we should use some key to encrypt the STID first and then to send. One option is to use KEK to encrypt STID under this situation.
When AMS re-entry from Idle mode, secure location Update, or HO, the ABS transmits the updated STID in RNG-RSP message. Or when HO, in order to fasten the HO procedure, STID can be sent during the HO preparation phase.
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Figure 1 STID transmission
3. Text Proposal

============================== Start of Proposed Text ===============

10.6.2.1 AMS Privacy

In order to protect the mapping between the STID and the AMS MAC Address, two types of STIDs are

assigned to an AMS during network entry - temporary STID (TSTID) and (normal) STID.A TSTID is assigned during initial ranging process, and is used until the STID is allocated. The STID is assigned during REG procedure, which is after the successful authentication process, and the STID is encrypted during transmission. The TSTID is released after STID is assigned. The STID is used for all the remaining transactions.
============================== End of Proposed Text ===============
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